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RECEIVED APR 27 2008

DEPARTMENT OF THE ARMY
441 G. STNW
U.S. ARMY CORPS OF ENGINEERS
WASHINGTON, D.C..20314-1000

APR 15 2009
CEMP-ZA
MEMORANDUM FOR RECORD .
SUBJECT: Approval for the January 2009 Revision of the Army Access Control Points (ACPs)
Standard Design/Criteria
1. The 2009 revised Access Control Points Standard Design Criteria (Encl 1) is approved. This

2009 version supersedes the 14 December 2004 document in its entirety.

2. The Army Standard for ACPs, approved by the Army Facility Standardization Committee
also on 14 December 2004, remains in effect. No changes are required to the Army Standard for
ACPs based on this revision of the Army ACPs Standard Design/Criteria. . ,

3. Revisions in the ACP Standard Design/Criteria include:
a. Incorporation of lessons learned.
b. More detailed layouts and equipment information.
c. Revised roadway geometry to improve traffic flow.
d. Addition of alternative roadway layouts to improve threat detection.

e. Revised floor plans and site plans to accommodate the future Automated Installation Entry
(AIE) system.

4. We request the widest dissemination of the revised criteria. The USACE Center of
Standardardization (COS) POC for ACPs is Brian Erickson, at 402-995-2394.

FOR THE COMMANDER:

v

3 Encl Y J. DORKO
#ef General, USA
Deffuty Commanding General
for Military and International Operations



ARMY ACCESS CONTROL POINTS (ACP)
STANDARD DESIGN/CRITERIA

1 INTRODUCTION

1.1 DEFINITIVE DESIGN

This Standard Design/Criteria supersedes all versions for this facility type.
It shall be used for construction of all new ACP projects and renovations to
existing ACP projects. It is intended for use anywhere in the continental
United States or overseas locations. The design procedures and drawings
included in this Standard Design/Criteria provide flexibility to Army ACP
designers in meeting the Army’s baseline physical security requirements and
the full range of Force Protection Conditions on Army Installations. This
Standard Design/Criteria meets the Army Standard for Access Control
Points approved by the Army Facilities Standardization Committee and the
ACP Ceriteria established by the Office of the Provost Marshal General
(OPMG), who is the Army’s proponent for Access Control Points. It also
meets Architectural and Engineering design criteria established by the
Headquarters U.S. Army Corps of Engineers (HQUSACE). The Chief of
Engineering and Construction Division at HQUSACE must approve all
changes, deviations, or waivers to the Standard Design/Criteria.

1.2 ACP DEFINITION

An Access Control Point is a corridor at an Installation entrance through
which all vehicles and pedestrians must pass when entering or exiting the
Installation. The perimeter of the ACP consists of both passive and active
barriers arranged to form a contiguous barrier to pedestrians and vehicles.
ACP guards control the active barriers to deny or permit entry into the
Installation.

1.3 ACP PERFORMANCE REQUIREMENTS

ACP’s shall be designed to prevent an unauthorized vehicle or
pedestrian from entering the Installation, to ensure safety of innocent
ACP users, and to maximize throughput of vehicular and pedestrian
traffic. In order to meet these diverse and sometimes conflicting
requirements, Army ACP designers must consider local site constraints and
then use creativity and innovation to develop design solutions that meet all
of the ACP performance requirements. There are no cookie-cutter design
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solutions. Each design is unique. Designers must carefully consider all of
the criteria and then select and design protective measures that will be most
effective for the given site.

2 ACP DESIGN CRITERIA

2.1 THE ARMY STANDARD FOR ACPs

The Army Facilities Standardization Committee established the Army
Standard for Access Control Points on 14 December 2004. The standard
lists mandatory requirements for all Army ACPs. The standard is included
in Appendix A. The Army Facilities Standardization Committee must
approve changes, deviations, or waivers from this standard.

2.2 OFFICE OF PROVOST MARSHAL GENERAL (OMPG)
DESIGN CRITERIA

OPMG, as the Army’s proponent for Access Control Points, provided their
criteria for ACP’s in a document titled “ACP Criteria from OPMG” dated 19
November 2004, which was subsequently updated in July 2008 and
approved by OPMG on 10 December 2008. The OPMG Ceriteria consist of
mandatory requirements and non-mandatory recommendations. Mandatory
requirements in the criteria are designated by the words “shall”, “will”, or
“must”, whereas non-mandatory recommendations are designated by the
words “should”, “can”, or “may”. The current OMPG Criteria have been
made a part of this Standard Design/Criteria. The OPMG Ceriteria is
included in Appendix B.

2.3 STANDARD DESIGN/CRITERIA DRAWINGS

The Protective Design Center (PDC) of the U.S. Army Corps of Engineers
(USACE), as the Center of Standardization (COS) for Army Access Control
Points, developed Standard Design/Criteria drawings for ACP’s. These
drawings incorporate the Army Standard for ACPs, the OPMG Ceriteria for
ACPs, and other applicable criteria. They also provide mandatory
requirements and recommendations to Army ACP designers and Installation
Security Specialists for designing Army ACPs. The drawings have been
made a part of this Standard Design/Criteria and are included in Appendix
C.

2.4 OTHER CRITERIA

ACP designers are responsible to identify additional criteria such as
applicable design codes, security (anti-terrorism), sustainability, energy
conservation, environmental stewardship, and the Installation Design Guide



for each ACP project developed from this Standard Design/Criteria at the
time project design work is authorized.

3 DESIGN PROCEDURE

The Designer must evaluate the criteria in paragraph 2 above and select ACP
features that detect possible threats and ACP features that will delay the
threats for the delay times required in the criteria. Detection features include
vehicle speed detectors, vehicle wrong-way detectors, vehicle presence
detectors, and detection by security guards. Delay features for vehicles
include straight roadways, curved roadways, and roadways with chicanes or
turns. Based on the opportunities and constraints of the site, the designer
must determine appropriate detection and delay features and perform
calculations to assure that the selected features provide the delays required
for each Threat Scenario listed in the criteria. The design engineer must
prepare a Design Analysis including descriptions of selected ACP features,
layouts of detection and delay features, and calculations verifying delay
times. Step-by-step procedures along with examples are included in
Appendix D.

4 CONTROL OF ACTIVE VEHICLE BARRIERS (AVBS)

Active vehicle barriers are an essential element in preventing unauthorized
motorists from entering Army Installations. However, an active vehicle
barrier capable of stopping large, moving vehicles can cause significant
damage to vehicles and can cause injury or even death to vehicle occupants.
Through Army policy and design criteria, ACP designs must include
adequate safety features to ensure the safety of motorists entering and
exiting the ACP. The active vehicle barrier controls are an essential element
of the ACP safety features. Active vehicle barrier controls must provide
sufficient information to ACP guards to help them decide when to deploy
the barriers. Active vehicle barrier controls must also close the active
barriers upon command of the guards in order to stop a threat vehicle.
Finally, the active vehicle barrier controls must provide sufficient warning to
non-threat vehicles to allow them to either clear the barrier or stop safely in
front of it before it is closed.

4.1 SENSORS

Barrier controls include sensors that may be required to detect a vehicle
going the wrong way in the ACP, a vehicle speeding through the ACP, and a
vehicle’s presence at a specific location in the ACP. Sensor systems for
over-speed, wrong-way, and vehicle presence shall utilize proven sensor
technology and equipment.



4.1.1 Wrong Way Detection

Wrong way sensors, when required, are usually deployed in all outbound
lanes at the ACP entrance and after each Turn-around from the inbound
lanes. Wrong way detectors can utilize induction loops, video motion
cameras, microwave, laser, or other appropriate sensor technology. Location
of sensors is a function of the protective system design and the type(s) of
sensors used.

4.1.2 Point Over-Speed Detection

Point over-speed sensors, when required, are used to detect speeding
vehicles at calculated distances in front of the ACP Check Point. At each
calculated distance, sensors must detect speeding vehicles in all inbound
and, if required, all outbound lanes. Point over-speed detectors can utilize
induction loops, video motion cameras, microwave, laser, or other
appropriate sensor technology. Location of sensors is a function of the
protective system design and the type(s) of sensors used.

4.1.3 Continuous Over-Speed Detection

Continuous over-speed sensors may be deployed in the Approach and
Access Control Zones to defeat Threat Scenario #2 (see description of
Threat Scenarios in Appendices B and D). Continuous over-speed detectors
can utilize video motion cameras, forward/backward looking microwave or
laser sensors, or other appropriate sensor technology. Induction loops and
side fired microwave and laser sensors are not suitable for continuous over-
speed detection. Location of sensors is a function of the protective system
design and the type(s) of sensors used.

4.1.4 Vehicle Presence Detection

Vehicle Presence Detectors (VPDs) shall be deployed at all active vehicle
barriers to detect a vehicle immediately in front of or behind the barrier.
Detection of a vehicle traveling through the zone of these VPDs will
suppress a barrier “close” command. VPDs shall also be deployed in the
“Vehicle Presence Detection” safety system to detect vehicles that are
stopped at a Stop Signal ahead of the barrier. VPDs can utilize induction
loops, video motion cameras, microwave, break beam, or other appropriate
sensor technology.

4.2 PROCUREMENT

The supplier of the active vehicle barriers at a given ACP shall be required
to provide all barrier controls in accordance with UFGS 34 41 26.00 10
“Access Control Points Control System”. Controls shall include all required
over-speed, wrong-way, and vehicle presence sensors; traffic warning signs
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and signals; traffic control signals near the barrier; gate arms at the barrier
(when applicable); barrier control panels including switches and indicating
lights; Annunciator panels for gate guards; and traffic controller units
(TCUs) to control the barriers and the warning and traffic signals associated
with the barriers.

4.3 INSTALLATION

The active vehicle barrier supplier shall be required to provide on-site
direction to the installation contractor (if different than the supplier) during
installation of all barrier control elements and connecting wiring per UFGS
34 41 26.00 10 “Access Control Points Control System”.

4.4 COMMISSIONING

The barrier supplier shall be required to conduct all barrier control system
commissioning activities per UFGS 34 41 26.00 10 “Access Control Points
Control System” including, training, performance verification testing, and
endurance testing. The active vehicle barrier supplier shall be required to
submit for approval complete schematics and logic diagrams of the barrier
control system along with complete test procedures for all commissioning
tests. Commissioning tests must verify barrier performance for all modes of
operation including the full range of operation of all sensors utilized in the
barrier control system.

5 COSTS

All ACPs are different depending on traffic volume, internal and external
roadway configurations, and site opportunities and constraints. Appendix E
includes a cost estimate of an ACP with specifically defined parameters.
However, the costs of the various ACP components can be extracted from
this estimate and applied to a wide variety of ACP configurations to obtain
programming level costs.

6 OTHER DESIGN CONSIDERATIONS

6.1 PASSIVE BARRIERS

6.1.1 Stopping Capacity

The OPMG Ceriteria in Appendix B require that passive barriers along the
ACP corridor be capable of stopping a 15,000 pound vehicle traveling at the
maximum velocity and approach angle that it can attain before impacting the
barrier. The capacity in kinetic energy (KE) of a passive barrier that is



required to stop a vehicle with a mass of M impacting the barrier at an angle
of 0° and traveling at a velocity of V is:

KE="2*M*(sin(0)*V)*

The sin(0)*V term is the component of the threat vehicle’s velocity that is
perpendicular to the barrier. The capacity of a passive barrier that is
required to stop a 15,000 pound threat vehicle impacting the barrier at 90°
and traveling at 30 miles per hour (mph) is 451,000 foot-pounds (ft-1bs).
The capacity of a passive barrier required to stop a 15,000 pound threat
vehicle impacting the barrier at 25° and traveling at 30 mph is 80,540 ft-1bs,
which is a significant reduction from the kinetic energy in the 90° impact
case. Reducing the impact angle of the threat vehicle through ACP corridor
design can significantly reduce the energy stopping requirement for passive
barriers. See Appendix D for a procedure for determining approach angles,
velocities, and resulting energy stopping requirements for passive barriers
along ACP corridors.

6.1.2 Acceptable Passive Barriers

The vehicle stopping capability of a passive barrier can be determined
through crash testing or by engineering analysis. The following are
acceptable passive barriers for use at Army ACPs:
1. Included on the list of U.S. Department of State Certified Anti-Ram
Vehicle Barriers,
2. Included on the list of DOD Certified Anti-Ram Vehicle Barriers
maintained by the Protective Design Center, or
3. Verified by calculations performed and/or checked by a registered
Professional Structural Engineer with experience in the design and
application of passive barrier systems. Stamped and signed copies of
the calculations shall be obtained and maintained on file by the
barrier purchasing agency and by the using Army Installation.

6.2 ELECTRICAL LOADS

Electrical loads include Utility loads, Emergency Generator loads, and
Uninterruptible Power Supply (UPS) loads. The OPMG Ciriteria in
Appendix B describes requirements for the Emergency Generator and UPS
loads. Drawing E1.02 in Appendix C shows an overall summary of all three
types of loads for a typical large ACP. A detailed listing of the loads for a
typical large ACP is included in Appendix F. Electrical loads for a specific
ACP must be determined on a case by case basis.



6.3 BARRIER SAFETY SYSTEMS

As described in the OMPG Criteria in Appendix B, there are three active
barrier safety systems that have been approved by the Surface Development
and Distribution Command (SDDC) for use at Army ACPs. One of these
safety systems must be used whenever an active vehicle barrier is installed at
an Army ACP. These safety systems are:

6.3.1 Signs and Signals

This system employs warning signs and signals to alert non-threat vehicles
of impending vehicle barrier deployment. Barrier deployment is delayed for
four seconds from the time the guard initiates an Emergency Fast Operate
(EFO) command to allow warning signals to sequence. See drawing C9.10
in Appendix C.

6.3.2 Vehicle Presence Detection

This system consists of a Stop Line in front of each barrier, a lane control
type traffic signal at the Stop Line, and Vehicle Presence Detectors before
the Stop Line and before and after each barrier. The traffic signal will
normally indicate “red” requiring all motorists to stop at the Stop Line in
front of the barrier. The VPD in front of the Stop Line will sense the
vehicle’s presence and change the lane control signal from “red” to “green”
allowing the motorist to proceed over the barrier. If a guard initiates an
Emergency Fast Operate command when the signal is “red” and there are no
vehicles detected on the VPDs ahead of or behind the barrier, the barrier will
close immediately thus eliminating the four second delay required in the
Signs and Signals Safety System described above. This system is shown on
drawings C3.17, 18, and 19 in Appendix C. Also, see Appendix G and
drawings E1.03, E1.05, and E1.06 in Appendix C for information on logic
control of the sensors, lane control signals, and barriers.

6.3.3 Normally Closed Operation

This safety system requires that two sets of barriers be installed to create an
“entrapment area” in each inbound and outbound lane. One of the two
barriers in each entrapment area must be closed. This system can be utilized
when real estate for the ACP is limited. The distance between the two sets
of barriers must be large enough to accommodate the largest vehicle served
by the ACP, or it could be made larger to provide space for platooning
multiple vehicles. Drawing C3.08 in Appendix C shows this safety system
with the minimum space between barrier sets, and drawing C3.16 in
Appendix C shows this safety system for a platooning operation.
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FORWARD

This printing publishes the Army Standard for Access Control Points (ACPs). The Army
Facilities Standard process is explained in AR 415-15. This Army Standard establishes
mandatory features for Army ACPs. It applies to all active Army installations and
reserve components prime installations.

The proponent of this Standard is the Army Facilities Standardization Committee.
Supplementation of this Standard is prohibited without prior approval from the
Committee. Technical advice concerning the Army Standard is the responsibility of the
Center of Standardization — the United States Army Corps of Engineers Omaha District.
Users are invited to contact the Center of Standardization for document interpretation.

The Army Standard for Access Control Points is mandatory for operations and
maintenance projects starting FY2006 and beyond. For programming purposes
requiring the use of Military Construction, Army/Army Reserve/National Guard
appropriations, all projects from FY2008 and after must apply the Army Standard.

Only the Army Facilities Standardization Committee has the authority to approve
exceptions to this standard. Waivers from the Army Standard must be approved
through the installation management chain of command in accordance with AR 415-15.

The Army Standard for Access Control Points will be periodically reviewed and as
needed, updated, and made available to users as part of the Army’s responsibility for
providing technical criteria for military construction. The Army Standard for ACPs will be
posted to the Army Installation Design Standards. Recommended changes with
supporting rationale should be sent through the chain of command directly to the
Assistant Chief of Staff for Installation Management, ATTN: Access Control Points
Facilities Design Team (DAIM-MD), 600 Army Pentagon, Washington, DC 20310-0600.
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1 INTRODUCTION

1-1 PURPOSE AND SCOPE. This document provides standards for Army access
control points (ACPs). The Army Facilities Standardization Committee (AFSC) under
the Department of the Army Facilities Standardization Program publishes the Army
Standard. The AFSC is composed of the Headquarters, Department of the Army,
Assistant Chief of Staff for Installation Management (ACSIM); The Director for Military
Programs, Headquarters, US Army Corps of Engineers (USACE); and the Director,
Installation Management Agency (IMA). Publication of the Army Standard for Access
Control Points is by electronic media on the Internet at the ACSIM Installation Design
Standards website.

1-2 APPLICABILITY. This Army Standard applies to all Army active installations and
reserve components prime installations where government or contractors plan for,
construct, and maintain Army access control points.

1-3 REFERENCES. Appendix A.

2 REQUIREMENTS

2-1 ACP FUNCTION CLASSIFICATION. Army physical security policy requires all
Army installations to restrict access. Access Control Points are the physical assets
along with manpower and operational procedures that commanders employ to control
access to Army installations. Army ACPs shall be categorized as follows:

Table 2-1 ACP Use Classifications

Use Classification Operational Hours Preferred Operation

Primary 24/7 Open continuously Vehicle registration/visitor
pass capacity. Could also
be designated as truck and

delivery gate.

Secondary

Less than 24/7 with regular
operating hours

Regular operations, visitors
with authorization. Could
also be designated as truck
and delivery gate.

Limited Use

Only opened for special
purposes or special events

Tactical vehicles, HAZMAT,
special events.

Pedestrian

Varies

Personnel only. Could be
located near installation
housing areas, near
schools, or as part of a
Primary or Secondary ACP.
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2-2 PRIMARY AND SECONDARY ACP REQUIREMENTS. The following
requirements apply to all Primary and Secondary ACPs except as noted:

2-2.1 Performance Standard. ACPs must be designed to defeat the vehicle and
pedestrian threats prescribed in the ACP Criteria from the Office of the Provost Marshal
General (Appendix B in the Standard Designs for ACPs), and to ensure safety of
motorists, pedestrians, and guards.

2-2.2 ACP Corridor. ACPs must have both passive and active vehicle barriers forming
a contiguous perimeter around the ACP.

2-2.2.1 Passive Barriers. Passive barriers must be capable of preventing penetration
of a threat vehicle.

2-2.2.2 Active Vehicle Barriers. Active vehicle barriers, controlled by ACP guards,
must be utilized in each inbound and outbound lane to permit or deny vehicle access.

2-2.2.3 Active Vehicle Barrier Safety. An active vehicle barrier safety regime must be
utilized that conforms to one of the Surface Deployment and Distribution Command —
Transportation and Engineering Agency (SDDC-TEA) approved safety protocols.

2-2.3 Control. ACPs must have zones established to control the flow of vehicular and
pedestrian traffic in order to detect, assess, and respond to prescribed threats.

2-2.4 Entry Gate. ACPs must have an entry gate capable of securing the ACP. The
entry gate must provide the same level of protection as the adjoining perimeter, and
should appear to resemble the adjoining perimeter fence and / or barriers

2-2.5 ldentity Check Area. ACPs must have an identity check area within the access
control zone where guards or automated equipment verify pedestrians, vehicles, and
vehicular occupants identifications; perform limited searches; and validate
authorizations to enter the installation. The identity check area must include:

2-2.5.1 Identity Check Area Canopy. Identity check area must be covered with a
canopy over all inbound lanes.

2-2.5.2 Entry Lanes. ACPs must have at least two lanes in the identity check area.

2-2.5.3 Traffic Islands. ACPs must have raised, curbed islands to separate all
inbound lanes in the identity check area.

2-2.5.4 Guard Booths. ACPs must have a guard booth building for each lane of
incoming traffic for use by guards performing vehicle/passenger identity checks.
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2-2.5.5 Lighting. Identity check area must provide adequate lighting for visual
inspection of identification cards and documents.

2-2.6 Turn-around Lanes. ACPs must have at least two turn-around lanes, one
before and one immediately after the identity check or vehicle search area.

2-2.7 Gatehouse. ACPs must have a gatehouse with the primary controls for the final
active vehicle barriers. The gatehouse must be sized to accommodate ACP guards and
their activities.

2-2.8 Search Area. ACPs must have a covered area separated from and easily
accessible to the identity check area and obscured from casual observation from the
identity check area. The size of the search area must be determined from a traffic
engineering study. However, for search areas that allow trucks, the area must be sized
to accommodate a minimum of one WB-62 tractor-trailer. For areas that do not allow
trucks, the search area must be sized to accommodate a minimum of two passenger-
sized vehicles.

2-2.8.1 Search Area Building. Search areas must have an adjacent or nearby
building to shelter vehicle occupants from inclement weather. The building will facilitate
guards’ observation of vehicle occupants.

2-2.8.2 Consolidated Search Area Building. For ACPs with both truck and
passenger search areas, one consolidated search area building is sufficient if the
search areas are near each other.

2-2.9 Overwatch Position. ACPs must have a strategically located area suitable for
an overwatch position that includes controls for the final active vehicle barriers.

2-2.10 Visitors Control Center (VCC). Installations must have a building for
processing visitors. The building must be sized for the effective throughput of the
expected number of visitors.

2-3 LIMITED USE ACPs. The following requirement applies to all Limited Use ACPs:
2-3.1 Performance Standard. Limited Use ACPs shall provide means to defeat the
vehicle and pedestrian threats prescribed in the ACP Criteria from the Office of the
Provost Marshal General (Appendix B in the Standard Designs for ACPs), and to
ensure safety of motorists, pedestrians, and guards. Portable facilities including
passive and active barriers, guard booths, and lights shall be used and configured to
meet the requirements of limited use.
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2-3.2 Control. Limited Use ACPs must have zones established to control the flow of
vehicular and pedestrian traffic in order to detect, assess, and respond to prescribed
threats.

2-3.3 Entry Gate. Limited Use ACPs must have an entry gate capable of securing the
ACP. The entry gate must provide the same level of protection as the adjoining
perimeter, and should appear to resemble the adjoining perimeter fence and / or
barriers.

2-3.4 Identity Check Area. Limited Use ACPs must have an identity check area
where guards can verify pedestrians, vehicles, and vehicular occupants identifications;
perform limited searches; and validate authorizations to enter the installation. The
identity check area shall be configured to accept portable facilities to include passive
and active barriers, guard booths, and lights.

2-3.5 Turn-around Lanes. Limited Use ACPs shall provide means for turn-around of
vehicles. Where operational procedures are not adequate for control, a turn-around
lane is required and shall be located before the identity check area.

2-4 PEDESTRIAN ACPs. The following requirements apply to all Pedestrian ACPs.

2-4.1 Performance Standard. Pedestrian ACP’s must be designed to defeat the
pedestrian threats prescribed in the ACP Criteria from the Office of the Provost Marshal
General (Appendix B in the Standard Design for ACPs), and to ensure the safety of
pedestrians and guards.

2-4.2 Pedestrian Corridor. Pedestrian ACPs must have both passive and active
barriers forming a contiguous perimeter around the ACP.

2-4.2.1 Passive Barriers. Passive barriers must be capable of preventing easy
circumvention or penetration by a pedestrian.

2-4.2.2 Active Pedestrian Barriers. Pedestrian ACPs must include active pedestrian
barriers controlled by the ACP guards to permit or deny pedestrian access.

2-4.3 Control. ACP must have zones established to control the flow of pedestrian
traffic in order to detect, assess, and respond to prescribed threats.

2-4.4 Entry Gate. Pedestrian ACPs must have an entry gate at the ACP entrance
capable of closing off the ACP. The entry gate must provide equivalent security and
equivalent appearance as the adjoining perimeter fence/barrier. If the active pedestrian
barrier is located at the installation perimeter, a separate entry gate is not required.
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2-4.5 ldentity Check Area. Pedestrian ACPs must have an identity check area within
the access control zone where guards or automated equipment verify pedestrians’
identifications, perform limited searches, and validate authorizations to enter the
installation. The identity check area must include:

2-4.5.1 Guard Booths. Pedestrian ACPs must have a guard booth for use by guards
performing pedestrian identity checks.

2-4.5.2 Lighting. Identity check area must provide adequate lighting for visual
inspection of identification documents.
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DEPARTMENT OF THE ARMY
OFFICE OF THE PROVOST MARSHAL GENERAL
2800 ARMY PENTAGON
WASHINGTON, DC 20310-2800

DAPM-MPP-PS DEC 1 02008

MEMORANDUM THRU ARMY CHIEF OF STAFF FOR INSTALLATION MANAGEMENT
(ACSIM), 600 ARMY PENTAGON, WASHINGTON, DC 20310-0600

FOR UNITED STATES ARMY CORPS OF ENGINEERS, PROTECTIVE DESIGN CENTER
(CENWO-ED-S), 1616 CAPITOL AVENUE, SUITE 9000, OMAHA, NE 68102-4901

SUBJECT: Review of Proposed Changes to Access Control Point (ACP) Physical Security Criteria
from the Office of the Provost Marshal General {(OPMG), November 2004

1. References:
a. Army Regulation 420-1, Army Facilities Management, February 2008.
b. The Army Standard for ACPs, December 2004.

2. The OPMG has reviewed and concurs with the United States Army Corps of Engineers (USACE)
Protective Design Center (PDC) recommended changes to the November 2004 ACP Physical
Security Criteria from the OPMG (Encl).

3. Request OPMG review and concur prior to any future supplementation or modification of the
physical security requirements contained within the standard.

4. |sincerely appreciate the professional efforts of the USACE PDC working hand-in-hand with the
OPMG staff; reevaluating and Incorporating the necessary physical criteria into the Army Standard
for ACPs to ensure our Soldiers, civilians and family members living and working on Army
installations remain safe.

5. My point of contact for this action is Mr. Richard Patrick, COMM (703) 614-2597.

Encl :Q’?NEY L. JOHN;@/N\

Brigadier General, USA
Provost Marshal General



ACP Criteria from OPMG —July 2008

A. The following four types of ACP shall be considered when designing an ACP:

1.
2.
3.
4,

Primary - operates 24 hours per day 7 days a week — 24/7.
Secondary - operates during regular hours but less than 24/7.
Limited Use - open only for special purposes or special events.
Pedestrian - is designated for pedestrians and bicyclers only.

B. ACP Functions. ACPs shall be designed for the following functions:

1.

2.

Vehicle Screening. All vehicles shall be screened for authorization to enter the
installation.

Personnel Identification Validation. The identification of all personnel entering
the installation shall be verified along with their authorization to enter the
installation.

Personnel and vehicles shall be checked and/or searched per prevailing Force
Protection Conditions and local procedures.

C. Traffic Engineering Study. A traffic engineering study shall be conducted prior to the
modification of an existing ACP; prior to the implementation of active vehicle barriers
and automated technologies; and prior to the design of a new ACP. The traffic
engineering study shall include scaled CADD drawings with bar scales and north
arrows. Traffic engineering studies are subject to the review and approval of the
Surface Deployment and Distribution Command — Transportation Engineering
Agency (SDDCTEA) as well as the Army Corps of Engineers’ Protective Design
Center (PDC). The traffic engineering study shall consist of the following:

1.

No o

Perform an assessment of compliance of existing/proposed facilities with Unified
Facilities Criteria (UFC) 4-022-01, Security Engineering: Entry Control Facilities/
Access Control Points; Department of the Army, Army Access Control Points
Standard Design/Criteria; and SDDCTEA Pamphlet 55-15, Traffic and Safety
Engineering for Better Entry Control Facilities.

Conduct a safety review and evaluate available crash data to identify
improvements required to mitigate guard, pedestrian, and driver safety concerns.
Calculate existing and future lane requirements (per SDDCTEA Pamphlet 55-15,
Traffic and Safety Engineering for Better Entry Control Facilities) with
consideration of growth (BRAC, Grow the Army, etc), as well as single or tandem
lane processing and automation (AIE, etc.).

Utilize the ACP/ ECF SMART Decision Evaluator© (or other methods to
accomplish the same results) to evaluate the existing, short-term and long-term
impact of security, manpower, automation, and roads and traffic.

Identify short-term recommendations.

Identify long-term recommendations.

Calculate threat requirements including AVB strategy per Department of the
Army, Army Access Control Points Standard Design/Criteria.

Identify traffic control requirements per SDDCTEA Pamphlet 55-15, Traffic and
Safety Engineering for Better Entry Control Facilities.

Consider conducting a comprehensive review of overall ACP needs (number of
ACPs, optimum ACP locations, total lanes, roadway infrastructure requirements,
origins/destinations) on the entire installation if improvements for multiple ACPs
are being considered or if an existing ACP cannot be upgraded to meet
requirements without technically infeasible infrastructure modifications.

D. Siting. The ACP should be sited at a distance inside the installation to facilitate the
gueuing of vehicles without creating an off-post traffic problem, but spatially
separated from inhabited buildings.



. Traffic Types. ACPs shall be capable of handling one or more of the following traffic
types: trucks up to WB62, visitor POVs, DOD personnel POVs, official Army
vehicles, pedestrians, and bicycles.

Operation.

1. To minimize problems associated with mixing of traffic types, a separate ACP
should be identified as a Commercial Vehicle Only ACP.

2. ACPs that must handle both commercial and passenger vehicles should provide
separate commercial vehicle and passenger vehicle ID Check areas and
separate search areas.

3. ACPs that handle pedestrian traffic and vehicular traffic shall keep these traffic
types physically separate.

. Future Enhancements. Designers shall consider future technology enhancements
and possible expansion of the ACP. Automated systems to validate the identity of
incoming personnel and vehicles are anticipated for use at Primary, Secondary, and
Pedestrian ACPs. Designers shall provide spare conduits for communications,
power, and computer upgrades.

. Coordination.

1. Before designing an ACP, the designer shall coordinate with state and local
authorities concerning impacts to public roadways, signage, and other
requirements.

2. Designers should coordinate with the Surface Deployment and Distribution
Command (SDDC) for assistance on issues involving public highways.

3. For OCONUS Installations, the designer should coordinate with the host nation
government agencies or their appropriate Status of Forces Agreement (SOFA)
subcommittee.

The following requirements apply to Primary and Secondary ACPs except as noted:
(Note, additional requirements for pedestrian access at Primary and Secondary
ACPs are listed below in paragraph K below.)

1. Performance Requirement. ACP’s shall be designed to defeat all threats
described below, to ensure safety of innocent users, and to maximize throughput.
2. ACP Layout.

a. Corridor. The Access Control Point shall consist of a corridor at the
installation boundary through which all vehicles and pedestrians must pass
when entering or exiting the installation.

b. The perimeter of the ACP, except at its entrance, shall include both passive
and active vehicle barriers arranged to form a contiguous barrier to vehicles.
Active vehicle barriers, that can be opened and closed, shall be deployed at
the end of the ACP (i.e., at the entrance to the Installation).

c. ACP guards will control the active vehicle barriers to deny or permit entry into
the Installation.

d. Zones. The ACP corridor shall be divided into an Approach Zone, an Access
Control Zone, and a Response Zone.

1) The Approach Zone shall run from the ACP entrance to the beginning of
the Access Control Zone. It shall provide an area for incoming vehicles to
be sorted and queued for ID authentication.

2) The Access Control Zone shall run between the Approach and Response
Zones. Vehicle and occupant ID checks shall be performed within this
zone at a covered ID Check Area or a covered Search Area.



3) The Response Zone shall run from the end of the Access Control Zone to

the entrance to the Installation/Cantonment Area and includes the final
active vehicle barriers.

3. Design Objective. The primary objective of the ACP design shall be to prevent
an unauthorized vehicle or pedestrian from entering the installation. The ACP
design shall include construction features supporting the effective and efficient
use of equipment, manpower, and procedures to accomplish this primary
objective.

4. Design Strategy. The overall design strategy to meet the objective above for
vehicle threats shall be to detect the threat vehicle as early in its attack as
possible and to delay it a sufficient amount of time to allow ACP guards time to
deploy the active vehicle barriers before the threat vehicle can enter the
Installation.

5. Design Criteria.
a. Vehicle Threat Scenarios. ACPs shall be designed to defeat the following
four minimum vehicle threat scenarios. Additional vehicle threat scenarios
may be considered if supported by a local threat assessment.

1)

2)

3)

4)

Vehicle Threat Scenario #1. Threat vehicle enters the ACP in the
inbound or outbound lane(s) at the maximum speed attainable at the ACP
entrance and then immediately accelerates at its maximum acceleration
rate through the ACP. Army policy sets the maximum acceleration rate of
a threat vehicle at 11.3 f/s/s.

Vehicle Threat Scenario #2. Threat vehicle enters the ACP in the
inbound or outbound lane(s) at or under the posted ACP Speed Limit and
then, later at some point further in the Approach Zone, accelerates at its
maximum acceleration rate through the rest of the ACP.

Vehicle Threat Scenario #3. Threat vehicle attempts to covertly enter the
ACP, but is detected and denied entry by guards at the ID Check Area.
Vehicle driver then defies guards and accelerates through the rest of the
ACP at the vehicle’s maximum acceleration rate.

Vehicle Threat Scenario #4. Similar to Threat Scenario 3 above, except
the driver of the denied vehicle drives toward the Turn-around or Search
Area at the ACP Speed Limit (25mph) as if complying with guard
instructions, but then fails to turn and instead accelerates at its maximum
acceleration rate through the rest of the ACP.

b. Delay Time. Once a threat vehicle is detected, the ACP design shall delay it
a sufficient time to allow ACP security guards time to deploy the active
barriers before the threat vehicle reaches the entrance to the Installation.
Delay time begins at the instant the attack is detected either by sensors or by
security guards. The delay shall include the following:

1)

2)

3)
4)

Guard reaction time shall be no less than 3 seconds for Threat Scenarios
#1 through #3 and 1 second for Threat Scenario #4,

Barrier traffic signal sequence time shall be no less than 4 seconds
(unless other ACP features provide an equivalent amount of safety for
innocent vehicles).

Barrier operating time should not be more than 2 seconds.

The ACP design, therefore, shall provide a minimum of 9 seconds delay
for Threat Scenarios #1 through #3 and 7 seconds delay for Threat
Scenario #4.



6.

10.

11.

12.

Entry Gate. The ACP entrance shall include a entry gate to close off the ACP at
the installation perimeter. The entry gate shall provide the same level of security
and same aesthetics as the adjoining perimeter barrier/fence.

ID Check Area. ACPs shall have an ID Check Area within the Access Control
Zone where guards or automated means perform vehicle and passenger 1D
checks, grant vehicles authorization to enter the installation, or direct vehicles to
other areas of the ACP.

ID Check Area Canopy. The ID Check Area shall be covered with a canopy over
all inbound lanes to provide some protection from the weather for ID Check Area
guards. The canopy shall meet the following requirements:

a. The canopy shall consist of a roof structure supported by columns.

b. Architectural treatment must reflect the architectural themes on the
Installation and must also be consistent with architectural treatment of other
facilities in the ACP, especially the gatehouse.

c. Canopy columns shall be sized to preclude the requirement for cross bracing
below the roofline.

d. Columns shall be sized and located so as not to obstruct guard lines of site.

e. Roof underside shall be capable of supporting lighting fixtures and security
equipment (e.g., CCTV cameras) anywhere on the underside of the roof and
shall be treated with a reflective surface to help achieve required lighting
levels and CCTV camera coverage.

f. Vertical clearance must be a minimum of 15 feet unless a large number of
over height vehicles is expected, then 17 feet. Canopies at
Truck/Commercial Vehicle only ACPs must have a minimum clearance of 17
feet.

g. Width shall be sufficient to cover all inbound lanes and all current and known
future requirements for guard booths and the ID Check Area footprint.

h. Length shall be sufficient to cover single or tandem vehicle processing
stations. New ACPs and existing ACPs with peak hourly demands greater
than 300 vehicles per hour require tandem processing stations on each traffic
island.

Entry Lanes.

a. The number of inbound and outbound lanes shall be determined from the
Traffic Engineering Study.

b. ACPs shall have a minimum of 2 lanes in the ID Check Area.

Primary Traffic Islands. ACPs shall have raised, curbed islands to separate all
inbound lanes in the ID Check Area.

Secondary Traffic Islands.

a. ACPs may also have raised, curbed islands at the end of the Approach Zone
for installing over speed detectors or optional over height detectors.

b. When used, secondary islands should be the same width as primary islands.

Turn-around Lanes.

a. ACPs shall have at least two Turn-around Lanes, one before and one
immediately after the ID Check Area.

b. If secondary islands are used, a Turn-around should be included between the
secondary and primary islands.



13. Gatehouse. ACPs shall have a Gatehouse sized to accommodate ID Check
Area guards and their activities. For new construction, the Gatehouse building
shall be located on a raised island immediately after the last Turn-around to give
the Gatehouse guard clear views of operations in the ID Check Area, of vehicles
directed to the last Turn-around, and of vehicles entering and exiting the Search
Area. At ACPs with existing Gatehouses, the Gatehouse building may be located
within the ID Check Area. All Gatehouses shall have the following:

a. Construction to provide a minimum ballistics protection of UL 752 (latest
edition) Level 3 with a higher level of protection authorized if warranted by a
local threat assessment.

Heating and/or Air Conditioning appropriate for the geographic location,

Water Cooler.

Unisex Latrine with sink.

Interior storage for cleaning materials and special equipment.

Exterior storage for traffic cones, signs, etc.

Heavy-duty exterior power outlets sufficient to run temporary floodlights, etc.

Interior power outlets sufficient for radio chargers, computers, etc.

Active vehicle barrier control console with enunciator, computer workstation,

and communications equipment including LAN, telephone, and Internet

connections.

j-  Sufficient counter space for report writing and storage of reference material.

k. Sufficient parking to facilitate security vehicle stationing and shift changes.

I.  Passive barriers to provide crash protection from inbound and (if located on
center island) outbound vehicles.

m. Windows to provide 180 degree field of view toward incoming traffic and
mirrors or other visual aids to complete the field of view.

n. Electrical/communications room at least 10’ by 10'.
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14. Guard Booths. ACPs shall have a Guard Booth building for each lane of
incoming traffic (except for the lane with a Gatehouse) for use by guards
performing vehicle/passenger ID checks. Guard Booths shall be located on the
primary, raised traffic islands or between raised traffic island sections in the 1D
Check Area. Guard Booths shall also have:

a. Construction that provides a minimum ballistics protection of UL 752 (latest
edition) Level 3 with a higher level of protection authorized if warranted by a
local threat assessment.

b. Heating and/or Air Conditioning appropriate for the geographic location.

c. Exterior power outlet sufficient to power hand-held searchlights, bug zappers
etc.

d. Interior power outlet sufficient for radio chargers, computers, etc.

e. Active vehicle barrier control console with enunciator, computer workstation,
and communications equipment including Local Area Network (LAN),
telephone, and Internet connections.

f.  Anti-fatigue floor mat.

g. Sufficient counter space for report writing and storage of reference material.

h. Passive barriers to provide crash protection from vehicles.

i. Windows to provide 360-degree field of view.

15. Passenger Vehicle Search Area. ACPs will have a Passenger Vehicle Search
Area:
a. Covered with a canopy.
b. Easily assessable from the ID Check Area.
c. Shielded from casual observation from the ID Check Area.
d. Sized to accommodate the search of a minimum of 2 passenger vehicles.



16.

17.

18.

Truck Search Area. ACPs that allow truck traffic will have a Truck Search Area:

a. Separate from the Passenger Vehicle Search Area.

b. Covered with a canopy (unless prohibited by the cargo search equipment
system in use).

c. Obscured from casual observation.

d. Sized to accommodate the search of one WB-62 tractor-trailer and the search
equipment to be used, e.g., Mobil Vehicle Inspection System (MVIS).

e. If there is only one Search Area for both trucks and passenger vehicles, the
Search Area shall be easily assessable from the ID Check Area.

Search Offices. The ACP shall include a Search Office building located adjacent
to both the Passenger Vehicle and Truck Search Areas to support Search Area
guards and their activities. If Truck and Passenger Vehicle Search Areas are far
apart, provide a Search Office for each. The size of the Search Office building
shall be based on the volume of traffic expected through the ACP. As a
minimum, the Search Office shall provide shelter for vehicle occupants during
searches and storage of Search Area equipment. For ACPs with significant
traffic volumes, each Search Area building will have:

a. Heating and Air Conditioning appropriate for the geographic location.

b. Water cooler.

c. Unisex Latrine with sink.

d. Internal storage for security equipment, supplies, and spare parts.

e. External storage for traffic control devices, vehicle inspection equipment, etc.

f. Locker storage for weapons, personal gear, and pre-positioning of protective
equipment.

g. Break room for 4 security personnel with refrigerator, microwave, water
cooler, and sink.

h. Space and power for Computer servers for future automated systems.

i. Interior power outlets sufficient for radio chargers, computers, etc.

j-  Control console with enunciator controls for gate arms, aids to search guards
(e.g., CCTV monitors), and communications equipment including LAN and
Internet connections.

k. Secure and Non-secure areas for vehicle drivers and passengers separated
by a space suitable for a walk-through metal detector and x-ray package
scanner if used.

I.  Space for a future Computer Kiosk for self-registration of drivers/passengers
located in the non-secure area.

m. One or two (depending on anticipated requirement) truck driver/passenger
processing stations each with sufficient workspace for a computer, ID Badge
making machine, and camera for taking ID Photos.

n. Requirements for support of package and personnel screening devices, such
as x-ray machines and magnetometers, if used.

Overwatch Position. ACPs shall have a strategically placed Overwatch Position
located near the final active vehicle barriers but within sight of the ID Check Area.
The Overwatch Position shall include a permanent facility or a paved pad to
accommodate a security force vehicle or temporary facility during increased
FPCONS. The position shall be equipped with controls for the active vehicle
barriers.
a. Permanent Building. If a permanent building is provided, it shall provide a
fighting position for one guard and shall include the following:



1) Construction to provide a minimum ballistics protection of UL 752 (latest
edition) Level 3 with a higher level of protection authorized if warranted by
a local threat assessment.

2) Heating and/or Air Conditioning appropriate for the geographic location.

3) Interior power outlet sufficient for radio chargers, computers, etc.

4) Active vehicle barrier control console with enunciator, computer
workstation, and communications equipment including Local Area
Network (LAN), telephone, and Internet connections.

5) Windows to provide 360-degree field of view.

Paved Pad. If the Overwatch position is established as a paved pad for a

temporary facility, a lockable junction box shall be imbedded in the pad with

quick connections to communications, power, and barrier controls.

19. Passive Barriers. Passive vehicle barriers shall be capable of stopping a 15,000-
pound vehicle traveling at the maximum speed and approach angle it can attain
immediately prior to impacting the barrier. Where possible, the roadway shall be
designed to limit the maximum approach angle to no more than 25 degrees.
However, for other points on the perimeter, e.g., opposite to a Turn-around, the
maximum approach angle could be as high as 90 degrees. Barriers at these
points shall be sized accordingly.

20. Active Barriers.
a. Number. Active barriers shall be installed in all inbound and outbound lanes

b.

at the end of the Response Zone.
Vehicle Crash Resistance Capability. Active vehicle barriers shall be capable
of stopping a 15,000-pound vehicle traveling at the maximum speed it can
attain before impacting the barrier, but in no case shall the speed be less
than 30 mph. The maximum vehicle speed must be determined by an
evaluation of the threat vehicle speed and acceleration characteristics and
the design of the roadway approaching the barrier. The allowable length of
vehicle penetration beyond the barrier shall be determined by a local
vulnerability assessment of buildings and facilities adjacent to the barrier that
would be subjected to the detonation of the threat vehicle explosive charge.
Active barriers shall have both an impact condition rating (weight of vehicle
and impact speed) and a penetration rating (distance vehicle penetrates past
the barrier). Active barriers shall have an impact condition rating for a
15,000-pound vehicle impacting the barrier at the speed determined above
(but no less than 30 miles per hour) and a penetration rating equal to or
greater than the allowable length of vehicle load penetration determined
above. A larger vehicle weight may be used if warranted by a local
threat/vulnerability assessment.
Certification/Rating. Active vehicle barriers shall be:
1) Included on the list of U.S. Department of State Certified Anti-Ram
Vehicle Barriers, or
2) Included on the list of DOD Certified Anti-Ram Vehicle Barriers
maintained by the Protective Design Center.
Both the DOS and DOD certified anti-ram vehicle barrier lists ar